Section 5.3 Focus Area

OPEN PLUG AND PLAY
COMMUNICATIONS ARCHITECTURE

“Adopting open standards, where sensible, is crucial to achieving our vision for
a knowledge-based force. Open standards are important because they promote
system and data interoperability, information sharing and collaboration--and thus
improve organizational mobility and flexibility.”
BGen Kevin J. Nally, USMC C4 Marine Q&A,
Military Information Technology, February 2011

The Marine Corps has a need to improve the
warfighters™ ability to achieve tactical, operational,
and strategic advantages by fielding improved
systems that facilitate interoperability and use an
open plug-and-play architecture within our tactical

vehicles. In an effort to achieve this, the Marine Corps
continues to develop a standardized approach to
Command, Control, Communications, Computers,
and Intelligence (C4I) and Electronic Warfare (EW)
integration. PEO Land Systems will continue to work
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with our partners to integrate these systems through
a coordinated development and acquisition process.

The Challenge

Most current C4I/EW systems are standalone
solutions that are integrated onto tactical vehicles
in a “bolt-on” fashion and are primarily driven by
urgent operational needs. Current tactical vehicles
were not designed to support the multiple new
technologies thathave been added to enhance combat
operations. The development of modular, scalable,
open system architectures that enable a plug-and-
play mission capability across all tactical vehicles
will enable new capabilities through interoperability.
Such architectures will also enable rapid vehicle
modernization and shared resource allocation and
eliminate duplicate equipment for both legacy and
future vehicle programs.

Potential Solutions

ONR Code 30 Efforts

VAM

This ONR 30 effortisfocused on developingascalable,
reusable, and subdivided vehicle system that will
employ a series of self-contained functional modules
(trauma, C2, remote weapons station, power, etc.).
While the program is exploring potential solutions
to a variety of technical challenges, it will require
an open plug-and-play architecture to support the
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various modules and platform elements. This
C4ISR backbone will permit system-wide power
and thermal management and provide common
interfaces for the different modules, thus enabling
vehicle mission optimization. This S&T effort will
result in reconfigurable multi-mission modules
integrated into vehicle cargo areas that are applicable
across a range of tactical vehicles.

Exchange of Actionable Information at the Tactical
Edge (EAITE)

This Enabling Capability (EC) wunder the
FORCENET ENC is intended to provide efficient
and timely creation and dissemination of
information products for the infantry company and
below in austere environments. This EC includes
efficient management of data distribution through
disconnected, intermittent, and limited (DIL)
Communications Networks. This EC will also
provide automated preprocessed information at the
source of the data and from multiple sources at the
C2 nodes.

Small Unit Decision Aids (SUDA)

This program’s objective is to increase the utility of
handheld devices in tactical C2 situations by creating
a framework that allows for the use of available data
delivery methods for intelligent data sharing. The
framework will utilize a modular application design
structure to optimize reuse, and it will integrate C2
sources and allow data to be autonomously shared
with other SUDA users.

TARDEC Efforts

Vehicular Integration for C4ISR/EW
Interoperability (VICTORY)

The VICTORY open plug-and-play architecture
is being developed as a solution to the “bolt-on”
approach to integrating C4ISR systems into ground
vehicles, which inhibits functionality, negatively
impacts the vehicle’s size, weight and power, and
limits crew space. VICTORY will reduce these
issues by embedding these systems directly into the
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Figure 5.3-1. Core Concept: VICTORY Data Bus (VDB)

platform. It provides a framework for architecture,
standard specifications, and design guideline input.

VICTORY, as seen in Figure 5.3-1, is developing a
framework for integration of C4ISR/EW and other
electronic equipment on U.S. Army ground vehicles.
The framework is comprised of:

> An architecture that defines
common terminology, systems,
components, and interfaces.

> A set of standard technical specifications for
the items identified in the architecture.

> A set of reference designs that provide guidance
for how the architecture and standards can be
instantiated to create designs against various
types of requirements and environments.

The architecture is documented in VICTORY
Architecture - Version A2, which identifies the
systems, components, and interfaces but does not
provide technical details. The technical details are
specified in the VICTORY standard specifications
and are intended to be used by the system acquisition

and S&T communities as a citable reference in
new procurements, modernization activities, and
engineering change proposals.

The VICTORY standard specifications do not
specify system design or the specific hardware
and software components that will be used to
implement the VICTORY standard specification.
In addition, these specifications do not specify the
hardware configuration or the mapping of software
to hardware.

The designs must be developed to meet the
operational,  functional, and  performance
requirements of the platform or product. VICTORY
provides example designs to aid the community
in understanding the options for deploying the
specifications. These examples are documented in
VICTORY reference design documents.

Common Systems Integration Laboratory

The development of a Common Systems Integration
Laboratory (SIL) will create a system-of-systems
integration laboratory capability to support vehicle
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modernization efforts, demonstrate advanced
technologies, and build the expertise of the workforce.
Comprised of two separate SILs, a VEA Research SIL
housed at TARDEC, and a C4ISR SIL located at the
U.S. Army’s Communications-Electronics Research,
Development and Engineering Center, the Common
SIL will link together through the Defense Research
and Engineering Network to create an end-to-end
simulation and evaluation capability.

Electrical Power Standards

The development of an electrical power architecture
will allow seamless electrical integration of any load
that converts or consumes electrical power. Similar
to the VICTORY architecture, but intended for
electrical power, an electrical power architecture will
create commonalities of loads and power conversion
devices for any ground vehicle that adopts the
standards. Creating and adopting common voltage
standards and electrical power architectures for
new start and modernization programs will lead
to common components and plug-and-play ability
between platforms; common implementations and
control schemes that reduce training; and a common
approach to achieving safety for high voltage systems.

Vehicle Electronics and Architecture Technology
Focus Area

The Vehicle Electronics and Architecture (VEA)
technical area was formed in January 2009 to
improve TARDEC’s responsiveness to its enterprise
partners emerging needs and to better address
requirements. VEA, part of TARDEC’s Research
Technology and Integration (RTI) Group, aims to
develop technologies, processes, and capabilities
while maintaining the overarching architecture of
hardware and software systems that support Army
ground vehicles. VEA encompasses the requirements
for developing the right engineering integration
solutions.

The VEA group has reorganized itself in order to

better support the ever-evolving needs of partners
in terms of electronic architecture. TARDEC’s VEA
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now consists of three main groups: Electrical Power,
Vehicle Architectures, and Systems Integration
Laboratories & Customer Support, with teams
supporting multiple subgroups.

Electrical Power Group. The Electrical Power group
includes power architecture and management,
electrical power components research and
development, and auxiliary systems. Its primary
focus is on integrating electronic items with respect
to size, weight, power and other environmental
issues, as well as providing power for sensors and
the capability to communicate data. The group also
works with low, medium, and high-voltage power.

Vehicle Architectures Group. The Vehicle
Architectures group is comprised of several
subgroups: electromagnetic environmental effects,
intra-vehicle data networks, computers; component
thermal; and the VICTORY architecture team.
The Vehicle Architectures Group works to develop
hardware and software that enables communication
and data sharing among various electronic devices
and computing elements within a vehicle.

SILs and Customer Support Group. The SILs and
Customer Support Group is primarily composed
of the engineers and facilities that support the
program management offices. Current support
activities include matrixed engineers for the PM-
Heavy Brigade Combat Team; the PM-Stryker
Brigade Combat Team (SBCT); the PM-MRAP;
PEO Combat Support & Combat Systems Support;
and the Integrated Logistics Support Center. This
group also maintains SIL facilities to support PM-
SBCT and PM-MRAP, and is working to develop
the VEA Research SIL component for the Research
Development Engineering Command Common SIL
initiative.

The Open Plug and Play Communications
Architecture focus area charts on the following pages
highlight critical efforts monitored and supported
by the PEO LS S&T Director.
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